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Why are you here? \%{

& You know a little PowerShell




Action Items

& Group Policy Reporting




A word about demos




PowerShell and Group Policy Requirements

& Requirements:

& Windows 7 or later on management machine (preferred)
& RSAT for Windows 7
& PowerShell v2.0 or later




Group Policy Module Basics

& Import-module GroupPolicy

&\



Problem #1;




The GPO PowerShell Object

PS C:\> Import-Module GroupPolicy
PS C:\> Get-GPO JeremyGPO

DisplayName
DomainName
Owner

Id

GpoStatus
Description
CreationTime

ModificationTime :
: AD Version: 4, SysVol Version: 4
: AD Version: 1, SysVol Version: 1

UserVersion
ComputerVersion
WmiFilter

JeremyGPO

: GLOBOMANTICS.local
: GLOBOMANTICS\Domain Admins

cd73c562-5bfe-40e2-b81e-28dal0dad25c

: ComputerSettingsDisabled

: 12/28/2011 2:52:37 PM

5/21/2012 11:08:26 AM



Solution: Create GPO Reports

& GPOs Modified and Created

& Automated HTML GPO Reports




GPO Report Sample

get-gpo -all | Where {$ .ModificationTime -gt (Get-
Date) .AddDays(-30)}

... | Sort ModificationTime -Descending | Where
{$ .ModificationTime -ge (Get-Date).AddDays(-30)} |
Select Displayname,ModificationTime,Description

| Export-CSV R:\GPOModReport.csv
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Problem #2;




Solution: Find Empty GPOs




Empty GPOs <> ExtensionData

PS C:\> Import-Module GroupPolicy

PS C:\> [xml]$r = Get-GPOReport -Name MyGPO
-ReportType XML

PS C:\> if ((-Not $r.gpo.user.extensiondata) -AND (-
not $r.gpo.computer.extensiondata)) {

"GPO 1s empty”
}
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Problems #3A, 3B, and 3C;

& Boss says “When was the last time anyone touched
[Group Policy Object X]?”




Filter GPOs by GPOStatus

PS C:\> get-gpo -all | Sort GPOStatus | format-table -
GroupBy GPOStatus Displayname,*Time

PS C:\> get-gpo -all | where {$ .GPOStatus -match
"disabled"} | Select GPOStatus,Displayname

PS C:\> get-gpo -all | where {$ .GPOStatus -match
"AllSettingsDisabled" }
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Problem 4:

& Why have GPOs which “have stuff” but aren’t being utilized
anywhere?



Find Unlinked GPOs

Import-Module ActiveDirectory

Get-ADOrganizationalUnit -filter * | select-object
-ExpandProperty DistinguishedName | get-adobject
-prop gplink | where {$ .gplink} | Select-object
-expand gplink | foreach-object {

foreach ($item in ($_.Split("]["))) {
$links+=%$regex.match($item).Value

¥

}
Get-GPO -All | Where {$links -notcontains $ .id}
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Problem #5: GPOs with “Extra Registry Settings”

GPO123
Scnpel Details Settings |DEeIEegE|tinr1| Histurg,.rl
GPO123
Data collected on: 5142012 10:43:36 AM
Computer Configuration {(Enabled)
Mo settings defined.

Lser Configuration {Enabled)

Administrative Templates

Policy definitions (ADMX files) retieved from the local machine.

Display names for some settings cannot be found. You might be able to resolve this issue by updating the ADM files used by Group Policy Management.

Setting State
Software’\DogFoodMaker  DogFoodMaker Reader'6.[MInstallPath - %ProgramFilesfc86) DogFood \Readerk. (" Reader




Find Extra Reqistry Settings

#Use Xpath with the XML report data

PS C:\> [xml]$report = Get-GPOReport -Name MyGPO
-ReportType XML

PS C:\> $ns = @{g3 =
"http://www.microsoft.com/GroupPolicy/Settings/Regi
stry"}

PS C:\> $nodes = Select-Xml -Xml $report -Namespace

$ns -XPath "//qg3:RegistrySetting" | select -expand
Node | Where {$_ .AdmSetting -eq 'false'}
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Your Turn

>
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